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BIAS VS PRECISION

precise imprecise
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CONSISTENCY







ALE = exp(losses/yr) * exp($/loss)

B 51.000,000 = 1,000,000

will file will not file
(or notice?)
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TIPPING POINT EXAMPLE
PR(I|[E)=2%, N(E)=50+10%
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“There are two ways of constructing a
software design. One way 1s to make 1t so
simple that there are obviously no
deficiencies and the other 1s to make it so
complicated that there are no obvious
deficiencies.”

C.A.R. Hoare




INCIDENTS (KNOWN)

©O Incidents
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VULNERABILITIES
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HoOSTS (ESTIMATED)
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OPPORTUNITY
(NORMALIZED)

O Hosts*Vulns
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OPPORTUNITY
“WASTED”’?

O Hosts*Vulns O Inadents
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CODE VOLUME
(94% SHARE)

O MLOC
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FIGHTING FIRE WITH

FIRE?

O MLOC
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+CODE / UNIT TIME
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+COMPLEXITY / UNIT TIME
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+COMPLEXITY / UNIT TIME
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RISK DRIVERS

O MLOCGCs3 O Vulns O MLOCs3"2+1 O Inadents
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BUILD JITTER

complexity differences across builds
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Security Vendor Vulnerability Distribution
Number of CVE Advisories 2003-2004
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SO WHO FINDS FLAWS?

Number of CVE Advisories by Discoverer,
2004-2005 (May)
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