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Bias vs Precision
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ALE  = exp(losses/yr) * exp($/loss)

1 * $1,000,000 ≡ 1,000,000 * $1

will file               will not file
                             (or notice?)





Numbers generally

Pr(infection|exposure)

interval from infection to infectiousness

interval of infectiousness

interval from infection to symptoms

duration of acquired immunity



Numbers worst case

Pr(infection|exposure) = 1.0

interval from infection to infectiousness = 0

interval of infectiousness = open ended

interval from infection to symptoms = indef

duration of acquired immunity = 0 (mutates)





Tipping Point example   Pr(I|E)=2%, n(E)=50±10%
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“There are two ways of constructing a 
software design. One way is to make it so 
simple that there are obviously no 
deficiencies and the other is to make it so 
complicated that there are no obvious 
deficiencies.”


                             C.A.R. Hoare

Complexity



Incidents (known)
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Vulnerabilities 
(known)
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Hosts (estimated)
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Opportunity 
(normalized)
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Opportunity 
“wasted”?
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Code volume
(94% share)
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Fighting fire with 
fire?
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+Code / Unit Time
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+Complexity / Unit Time
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+Complexity / Unit Time
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Risk Drivers
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complexity differences across builds
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Security tools are 
targeted



So who finds flaws?





Dan Geer
dan@geer.org

+1.617.492.6814

challenging work sought & preferred


